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State of Cybersecurity/ Current Cyberthreats <~
Topics of Interest:
* Phishing Emails/Scams ~
* Ransomware
* Social Engineering | [/

* How to protect yourself Lth
*  WFH Tips —
 Additional resources =]

Q&A —



m Current state of Cybersecurity

@ d/ Phishing attacks are still
} ‘ number 1

£\

$a$ Ransomware attacks are
on the rise

Social Engineering is the
(\11/ ] leading attack vector for

- , scams




;;; Cost of Cybersecurity Attacks

Targeting scams report 2020

Cyberattack Sees UniSA Systems Shut Down
Losses

JBS Foods pays S14m to ransomware
attackers

$851 million

s reported t

Says the decision to make payment
was 'very difficult’.

216,087

Nine Network under attack by cyber Waikato DHB cyber
hackers, threatening news services attack: Medical files may
nationwide have been taken

@ By 9News Staff | 7:.04am Mar 29, 2021 . 0000
7 NSW driver's licence data stolen in
Colonial Pipeline paid $5 million Accellion breach

Some customers, agency staff only

ransom one day after cyberattack, oo beng notes
CEO tells Senate




Department of Health impersonation email Fake myGov texts

Phishing Attacks

MELBOURNE
Australian Government

Department of Health

\ d/ N You've received a new

message regarding
the COVID-19 safety-

‘ Phishing emails ' line symptoms and
%) when to get tested in

A e.g. COVID 19 vaccines your geographicai

\ “ Vishing
N\ e.g. Computer technician call to

fix a virus on your machine

éj Smishing
))) e.g. ATO text messages to claim a
tax refund
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Phishing Examples

[ ] @ [EXT] NOTICE:Disciplinary Action-Oral Warning - Temporary ltems
Message @
M SO0 B veeens J I & HE-rE g Subject line of email is
Dalate Reply tR:pﬁlﬁl Forward @7 attachment Bafl‘:;gi:-zﬁnd Move Junk Rules Read/Unread Categorisa Fc;lljl::w : Vague and evo kes urgency.

[EXT] NOTICE:Disciplinary Action-Oral Warning D

v # Vice-Chancellor <vc@unimelb.edu.au> Emall has been tagged as an Today at 12:22 pm
[ eke external source confirming it is 2
@ ®

spoofed.

UoM notice: External email. Be cautious of links, attachments, or impersonation attempts
isciplinary Action-Oral Warning

This letter serves as documentatio oral wa z, delivered on April 12,
y staff.

concerning yvour behaviour with a senior colleague. The university of Melbourne has made the decision to take disciplinary action regarding the complaint filed against vou
byt

Apgain this letter serves as documentation of company name oral warning concerning vouw agzressive behaviour, A photo of the complaint form is attached with the email.

Sincerely

Email content is vague and uses
fear as "bait" for the user to
click/download on the
attachment.

THE UNIVERSITY OF

MELBOURNE

The vice-chancellor
P

Sk The UoM logo is placed before

nd Priestley Building
lelbourne

the senders signature.



MELBOURNE

rom: courrier <r0/tra@tempmail.top>

Reply to: "rl/fra@tempmail.top” <rl/fra@tempmail.top> 1 Spelhng error Iﬂ

Phishing Examples

Date: Wednesday, 28 April 2021 at 10:39 am

To

Subject: Your Package #4687890568 is ready for delivery.

senders address

web browser

Your Package #4687890568 is ready for delivery. )

2. Emalil subject
line is vague

Failed delivery attempt: 28/04/2021

Your parcel was returmed to our depot and you need to reschedule your

3. Requesting financial
and personal
Information

package delivery. /

( To receive your package, we ask that you send us your correct address ancl)

ay the new shipping costs "1.993%" at the following link:

COMPLETE MY DELIVERY ADDRESS

5. Signature is
missing, obscure

4. Link leading to an

external website

click here




MELBOURNE C # mail.google.com/n

[ 4 | 1] i Move 10 inboa

Type of malware that encrypts data specifically
asking for payment in order to restore access.

Please Review Attached

£ ]
Informason.
RS | ersonal " "
How? Protect YOUI'SGlf MomigmaL oo it st T B
Email Regular backups
attachments

downloads

QQ Email links V Verify emails

Website links $ Don’t PAY!

‘ Website 9 Updates




«uw:  Why is Cyber awareness so important?

‘l_

.

. " [y
WITH GREAT PO

e Everything is CONNECTED! L N

* Personal documents

* ldentity

* Finances

* Digital footprint




How can I protect
myself?
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* Long and strong. Passphrases

 Enable 2FA where possible

* Change default passwords |

* Don’t reuse passwords across accounts O l
» Use a Password manager (LastPass is FREE)

STRONG
PASSWORDS.
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woi  Updates

Ensure all devices are on their latest updates.

Turn on AUTOMATIC UPDATES
Make time for updates
Spring clean your apps regularly

Software Update

Automatic Updates




Be aware of Scams

MELBOURN : . : ; =
Department of Health impersonation email Fake myGov texts

ol Telstra 4G 303 pm

<

: Australian Government

1. Phishing - email

" Department of Health

2. Vishing —phone call

You've received a new

3. Smishing — text messages R es2ada regarling

the COVID-19 safety-
line symptoms and
when to get tested in

Look out for: | - YOI denorapiice
Urgency :
Asking for personal/financial information
Unsolicited

Contain links and downloadable files

Bad grammar

O Uy P oV oIo

Too good to be true




Search Yourself (Digital Footprint)

Privacy controls

Be mindful of what you share

l
@laleaiel
81811180

2101011
10100180

Review app privacy collection 110010101010 101901030 veeet

oLioioiaie e inte
0100010101000101 MiMeN

88
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== Creating a Cyber secure home checklist

Are my devices secure?

Using VPN to access University systems? |
Beware of using FREE Wi-Fi o
Do | have anti virus installed? =
Am | backing up my important files? Cloud & LocaI

Are my devices up to date?
Enable two-factor authentication (2FA) where po§_s-ib’l'é\_a
STOP. THINK BEFORE YOU CLICK.
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w  How can you help?

Report suspicious emails : spam- report@unlmelb edu\\
Got a question? Service Now ticket | |

Yammer & Slack

Centre)
GET IN TOUCH!

jin
SEE SOMETHING?



£ Helpful Websites

L LWNIVIERSITY <
MELBOURNE

e Scamwatch

e Stay Smart Online
* SANS Security Awareness Blog (@) SCAMWATCH

SANS Security Awareness
Blog

Read the latest in security awareness, walk away with
actionable tips and insight in keeping your organization
secure.



Thank you!



